FRV S ITHIABUANDFIET7 7 R ICEHT 56508 & TER

LWL TEEEBY. MUHYMNED TETVET,

ZO=U., HHARTILAFIEALTWASYA Fay bO—5— (BBEBETHYA Lt EDOBTRE
B CFHIIEREEE - BT HVATL) OIRBETTHAFRVSITHASH LY., BtV A T4
(2T BE=ZENSDRET I AR EIN-LEDHEEZ(TE L=,

FHLLTHASUAN LI, FERRFTOREICSVT, BEFHFERAE=EICHEF TGS
NIRMIFER SN TUOREVDLDD, EOFEREEERETERNEDHEZERITTEYETS,

L LWV LELTE BEHRADT 1 v U THREDZREE LT 5 2 & ZRESLIC. T
ATFHVSTHRASUMNOHREEZZITTLVINE L., BEHRICTERE VI E-0\FBIBCDOVTH
MisELV=-LET,

BEHFIZFISDEZENTLTHEYFEIN, UTETHRWN-E, FEBELGAvE—CFI2E+HH T
AECESVWET LS BREVEBELLETFET,

1. FEWSTHRASHL S DHMERNE

AEOERE, FIET VL AOREE L VERLICE T HEFEDFERIZDLTIE, FRL S ITHA=H
DARIEHRZE CHERL 2SN,

[FRELSTHASHE AFRIER]
https://www. temairazu. co. jp/pdf/1206/news-update

BE. FRVLITHRASHMN LI, T, £F - HE - FTHEESEO A TARERISEELTLS
EDH/EERITTHYET,

2. ERTHIFERADFEICDONT

FRLSTHRASUANLF, BRRICENT, BEFHEBRNEZFIHES IS S h =R
HERSINTLEVNLDD, ZDRREMEERETELVEDHREEZRTTEYES,

HREGYFHERE LT, FREOKRA. Ff. FHE. BEHEEFOFHERASEITONTVE
TO

BE. FRIVWOITHASHEFHEDI LDy FH—FEREZRAELTESY. SEXRRELGYFD
FRIZY LOY bA— MERIFEFEN TRV EDHREEZZITTEY ET,

WER T, SHARTIVICE L TREERT-RIREED HHMRMER. MR FHERE. ARFHE.
HERUBE S VHRREGY FHFEROFRIFEEINTE LT, FRIVLTHRASHIZE TSI EH
SHENMTONRTLET,

4 OneFive
%AV Hotels


https://www.temairazu.co.jp/pdf/1206/news-update

3. FBELGAVvE—VEADITER

FRLSITHRASUN S(E, —BBDFHEITH L. MhatsApp) ZBLI=FELGA vE—UhEESh
TLWAERMEESN TV D EDHBEEZITTEYFT,

BERPHICEEL T, PRIOMEE - #EE. VLD v bh— MEBROBAN. REOZILWEFEERDD
FEIGA vt—T%, Whatshop FD NS - Ay t—IH—ER, BFA—IL, M FTRIEShI-5
BIZIF. +RITEELFEELN,

FEGA vE—UFFRESNGAICE, UTOMSZESREO=LET,

- A yt—UIZEEE S IRL Y U ZRAVELY

- 7 LYy b h— MERCEDHDEANIERZA D LGN
s REGEA v E—IITRIELAEL

- Ay tE—UDERICHE S TILLOER Z1TH% 0

CFHNBEHERSNDHEEICE. BHATILAH Web 4 MIEEEHSNERE, FEXITFHS
NITEBTFHY A FOAKEAN L EBLEDHE CFZELY,

Ah—, FEGENeb B MU LDy bA— FEREANSNIZER, I - ERETHONS
BIZIE, BOMNIFRADI LO Y bh— FEHEATERSEZSLY,

4. AT LIEMLEDE
FRIVLTHASHTE. AMOFET I ERICEHTIEENEHEEOZRITTEYET,

FRILVSTHASH BEMETRY
A—JLT7 KL R : helpdesk@temairazu. com

2026 £9 530 H
2774 TRTIVAMA ST

4 OneFive
%AV Hotels


mailto:helpdesk@temairazu.com

Notice and Advisory Regarding Unauthorized Access to Temairazu, Inc.

Thank you very much for your continued patronage.

We have received a report from Temairazu, Inc., the provider of the site controller system
used by our hotel to link and manage reservation information between various accommodation
booking sites and our company, that unauthorized access by a third party to their system
has been confirmed.

According to Temairazu, Inc., while their investigation to date has found no evidence that
accommodation reservation information has been viewed or obtained by a third party, they
have reported that the possibility cannot be completely ruled out.

At this time, in order to help prevent secondary damage such as phishing scams, we would
like to inform our guests of the details currently reported to us by Temairazu, Inc., as
well as the precautions we ask our guests to take.

We sincerely apologize for any concern this may cause. Please review the following
information and remain cautious of any suspicious messages or communications.

1. Details Reported by Temairazu, Inc.

For details regarding the background of this matter, the nature of the unauthorized access,
and the response being taken by Temairazu, Inc., please refer to the information published
by Temairazu, Inc.

Published Information by Temairazu, Inc.
https://www. temairazu. co. jp/pdf/1206/news-update

Temairazu, Inc. has also reported that its systems for inventory, rates, reservations, and
related data |inkage are currently operating normal ly.

2. Impact on Accommodation Reservation Information

Temairazu, Inc. has reported that, at this time, while no evidence has been confirmed that
accommodation reservation information has been viewed or obtained by a third party, the
possibility cannot be completely ruled out.

The information that may potentially be affected includes reservation information such as
the guest’ s name, address, reservation date, and accommodation charges.

Temairazu, Inc. has reported that it does not hold credit card information of reservation
holders, and that credit card information is not included in the information that may
potential ly be affected by this incident.
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At this time, the specific hotels, reservation periods, reservation holders, number of
reservations, and details of the information that may have been affected in relation to our
hotels have not yet been identified. Temairazu, Inc. is continuing its investigation

3. Caution Regarding Suspicious Messages
Temairazu, Inc. has reported that there have been confirmed cases in which suspicious
messages were sent to some reservation holders via WhatsApp.

Please exercise caution if you receive any suspicious messages related to your accommodation
reservation via WhatsApp or other social media or messaging services, email, SMS, or similar
means, requesting actions such as reservation confirmation, reservation finalization, re-
entry of credit card information, urgent payment, or similar procedures.

[f you receive a suspicious message, please take the following precautions:

e Do not open any URLs or links included in the message.

o Do not enter your credit card information or any other personal information.

e Do not reply to the suspicious message.

o Do not make any payment or money transfer in accordance with the instructions in the
message.

If you wish to confirm your reservation details, please contact us using the contact
information listed on our hotel” s official website, or contact the official customer
support desk of the accommodation booking site through which you made your reservation.

[T you have entered your credit card information on a suspicious website, or if you have
made a payment or money transfer, please contact your credit card company or relevant
financial institution immediately.

4. Inquiries Regarding This Matter
Temairazu, Inc. has established an inquiry desk for matters related to this unauthorized
access incident.

Temairazu, Inc. Emergency Response Desk
Email: helpdesk@temairazu. com
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